
 

 

 
 

The cryptocurrency custody solution built 

around institutional needs. 
 

We're making crypto assets easy for institutions to invest in by providing 

flexible cold storage facilities with security controls, multi-signature 

accounts, and insurance. 
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Overview 

Aegis Custody is a blockchain financial services company based in San Francisco, CA, 

specializing in trading, managing, and protecting cryptocurrency for institutional clients. The 

company’s focus is on cryptocurrency-related businesses, including OTC (Over The Counter) 

trading, crypto funds, asset managers, and currency-borrowing services. 

 

 
In order to provide the safest trust and intermediary services, we developed our own 

custodial solution by utilizing cloud software, self-customized workflows, and proprietary 

hardware wallets. This system can solve management problems encountered by financial 

departments of banks, funds and large companies while securing crypto assets.  

 

By combining cloud services, proprietary secure hardware keys, and professional system 

agent operators in the form or a complete asset management workflow, companies and 

institutions can securely safeguard, invest in, and manage cryptocurrency.  

The challenge of cryptocurrency and custody  

In the blockchain industry, cryptocurrencies, exchanges, and wallets interact with each other. 

For both industries and consumers, the forefront concern is balancing easy and quick 

access with security.  

 

"Cryptocurrency wallets" are categorized as “cold” and “hot” depending on their storage 

approach. Cold wallets are often in offline status. When they need to be used, they must be 

connected to a computer or mobile phone, which greatly reduces the risk of hackers being 

able to attack through the web. A hot wallet stores all of its information online. This also 

means that a hacker can have the opportunity to steal the private key - and cryptocurrency 

assets - through a cyber-attack. 
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In the first half of 2018, over $1B US in crypto assets were stolen. Managing custody of 

crypto assets on blockchain has been complicated and risky.  

 

Regardless of the wallet type used, if today’s companies owning crypto assets use existing 

wallets built upon legacy technology, they will face numerous problems. 

Lack of enterprise process management wallet solutions 

matching your organization’s needs 

Generally, wallets have no function of process management. If the custodian issues orders, 

money may be transferred out. If the custodian betrays the company, assets can be stolen. If 

the custodian becomes unavailable for any number of reasons, although crypto assets still 

exist on blockchain, they are inaccessible, and the potential risk of loss still exists. 

Inbuilt software wallet vulnerabilities 

Software wallets can easily be stolen or deleted by hackers. 

Users unable to manage private key using a hardware wallet 

If a user does not know how to make sure that their private key is safely stored, using a 

hardware wallet can easily lead to it being stolen or destroyed. 

Multi-sig lacks internal business process management checks 

Most existing multi-signature accounts do not have nor reflect the internal process 

management checks and balances of a real business. Although it seems that transactions 

enabled by multi-signature are safe, this is not a well-rounded without whitelist and 

specifically permissioned personnel in charge of risk controls. 

Key-sharding architecture has inherent weaknesses 

Most current wallets fragment a private key as shards transmitted on the network, and the 

sharded private key will be reorganized in the key server, therefore being in danger of being 

tapped. Hackers can easily concentrate on attacking and stealing the private key. In 

particular, the control process of pure cloud software can be accessed and tampered with.  

 

 
Transaction 
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Aegis Custody Solution 

Given the above, Aegis Custody has developed a wallet that is dedicated to corporate 

processes fully corresponding with the internal processes of the company. It defines a set of 

processes that need to be signed by multiple groups of people.  

 

 
 

As long as one person in the process refuses to approve, the whole process may be paused 

or halted to affirm and validate the transaction before further proceeding the sequence of 

approvals. This resolve management problems encountered by departments of banks, funds 

and large companies in their process of managing and securing crypto assets. 
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A multi-signature architecture that fully corresponds to the 

internal processes of the enterprise 

Our transfer process is very safe and well-rounded. It requires signatures from multiple 

groups of people as well as traditional workflow of enterprise.  

 

Versatility beyond the financial industry 

Our system is designed for financial peers and institutions across different industries, and 

can be deployed in a single workflow with more than one organization.  

 

 

Pending asset custody licenses in North America and Asia  

Becoming a qualified custodian for crypto assets in Hong Kong and in the United States is 

an important milestone for our company. 
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Aegis Custody hybrid hardware-cloud custody 

solution advanced technical features 

Aegis Custody’s hybrid hardware-cloud solution provides security for crypto assets on 

blockchain through multi-signature wallets corresponding to internal process of the 

enterprise, secured by a unique combination of proprietary hardware, cloud services, 

workflow, cold storage, and service centers with transaction workflows. The overall 

architecture is highly optimized, divided into separate functions, including off-chain and on-

chain, and managed by a highly trained professional operations team globally. 

 

High security at CC EAL Level 5+ 

The CC (Common Criteria) certification, classified on seven levels for defining security 

specification, is already an essential certification for information security in most countries. 

Aegis Custody has high security at EAL level 5 or higher. 
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Inability to counterfeit digital signature 

Our process attaches digital signatures along with the verification, disabling their 

counterfeited. 

Inability to crack digital signature 

Digital signatures are generated through secure chips, which cannot be cracked remotely.  

Private key stored on the security device  

The private key of all personnel is stored on the security device, making it extremely hard to 

steal crypto assets. 

Security chip processing verification 

Our verification is processed inside the security chip, making it impossible to steal crypto 

assets through a pure software approach. 

 

 

Comprehensive management functionality of Aegis 

Custody solution 

Simple, user-friendly experience  

We have redefined the transfer processes to suit it toward crypto assets, by presenting 

information in a simple and friendly style, that enables users to easily understand transaction 

contents and events at a glance.  
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APIs  

We offer several APIs to allow our customers’ engineering teams to easily integrate our 

products with their current systems and tools. 

Distributed and tiered policy system for key management  

We establish a distributed and tiered key policy management system within each 

organization. We help users define policies to ensure that their cryptocurrency assets never 

leave without proper internal approvals. 

Improving transfer security through whitelisting 

We create an address whitelist for each client, where trades may only occur with pre-

approved addresses and/or payees. Whitelisted addresses can be hard coded into the 

physical chip set. 

 



9 

 

Designation Around Institutional Needs 

Disaster Recovery 

Key management is tricky in the field of cryptocurrency. We have best practice procedures 

to recover lost or stolen keys to ensure user access to crypto assets is reliable and secure. 

Replacing hardware key 

 

Restoring hardware key 
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Streamlined Reporting  

Our solution provides a reporting format that is easy for market analysis and further internal 

reporting. We continue to refine our solution to ensure these reports remain relevant and 

satisfy user needs. 

Compliance 

We take a positive and active approach to engage with regulators. We subscribe to KYC and 

AML monitoring to ensure we are compliant with financial regulatory regimes there where it 

is needed.  

Node Monitoring 

We monitor nodes on the blockchain to ensure transactions are executed efficiently and 

smoothly.  

Use-cases 

Our solutions can be deployed to asset custodians, seamlessly integrated with 

cryptocurrency exchanges.  
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Custody and exchange applications 

 

A. Custody account for assets pool for major cryptocurrency 

A custodial service provided by our trust company and based on our IT infrastructure. For 

instance, an exchange site (“Exchange”) usually owns a centralized pool account to store 

crypto assets, because all assets are only recorded by internal databases to satisfy 

transactional needs.  

 

Aegis Custody can provide a custody account (a cold wallet managed by Aegis Custody). 

Exchanges will have a hardware private key. Control messages are processed by Aegis 

Custody; where the Exchange’s hardware private key is used for verifying on-chain message.  

B. Self-custody solution (for Bitcoin) 

This reference architecture focuses primarily on a minimal deployment. Aegis Custody's 

solution offers greater flexibility to meet the needs of large-scale exchanges or trading 

companies with exponentially more transactions. 

 

In this case, the exchange will have to purchase all parts of our system, including software 

and hardware services. The exchange can set up the system and business rules, and Aegis 

Custody remains in charge of hardware supply. The exchange will have to pay for software 

and hardware (for exchange’s internal applications and their end-users), and the after-

service fee. 

 

Our operational structure consists of five roles and this reflects the internal processes and 

custody workflow controls inside of financial institutions. 

 

 Account Manager: The business manager responsible for serving the customer 

 Principle Manager: Senior manager who conducts audits 

 Custodian 1 (OP1): End customer who confirm the multi-signature transaction 

 Custodian 2 (OP2): Backup wallet for OP1 

 Custodian 3 (OP3): Trader who initiates a multi-signature transaction 
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Our solution can be integrated with major exchanges and used to transfer the user's 

cryptocurrency (stored on the exchange) to the enterprise wallet, ready to be withdrawn at 

any time.  

 

Aegis Custody’s wallet will send a hardware key for user-identification.  

 

Each end user has a dedicated hardware wallet (this role is OP3 in the operational 

architecture).  

 
● We put a destination whitelist and 2FA (Two Factor Authentication) function on this 

hardware wallet. 

● We provide 5 hardware keys to Exchange as Account Manager Group. 

● We provide 5 hardware keys to Exchange as Principle Manager Group. 

● We provide OP1 (trader who initiates a multi-signature transaction) and OP2 (as a 

backup wallet for OP1) keys to the Exchange. They must store the seed phrases for 

these 2 keys. 

● We provide the workflow software. Frontend software can be deployed on web 

servers of exchanges or end-users’ computers. (if an exchange wants to deploy it on 

their website, they can integrate with their own account and system.) Backend 

software can be deployed on a separate server. 
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● Exchanges will have to deploy a new Cold Storage Wallet in order to avoid the 

problems of their own trading account, especially for security issue. 

● Our programs are semi-automatic for highly secured transactions outside the existing 

exchange process; thus, they are not designed for high-speed transactions between 

accounts within the exchange. It usually takes 3-5 minutes to complete the process 

with everyone in the workflow being online and able to approve a transaction 

immediately. 

 
 

● Aegis Custody Cold Storage Wallet is a private, on-chain wallet with the control 

mechanism of a hardware key.  

● Whenever end-users have no need for trading their assets, they can move their 

crypto assets to their cold wallet.  

 

Two Factor Authentication (2FA) Support: 

 

Aegis Custody hardware key is FIDO (Fast Identity Online) compatible. If exchanges support 

Two Factor Authentication (2FA) function defined by FIDO, users can register an account 

using our hardware key and start their 2FA login. 

 

Suggested Key Deployment  
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Server-Side Architecture 

 

 
  

Procedure to onboard end-users 

 

 
 

 Procedure to transfer crypto assets between trading and custody account 
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A. From trading account to custody account: 

 

 
 

There is no need for additional hardware. 

 

B. From custody account to trading account or other accounts in the white list 
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Founded in 2018, Aegis Custody is a San Francisco fintech 

company that provides financial institutions with a secure and easy-

to-use solution for custody of crypto assets. We are backed by 

Fosun, one of Asia’s leading global asset management companies. 

 

Crypto assets need to be effectively secured and easy-to-use. We 

are ‘Security First’ because we take security very seriously. This 

philosophy carries through everything we do, from hardware design 

to software deployment and internal operations. 


